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DETAILED ACTION 

1 . This is in response to the amendment filed January 31 , 2008. Claims 1 -6, 8, 1 2, 
15, 19 and 21 have been amended; Claims 11, 14, 18 and 20 have been cancelled; 
Claims 1-10,12,13,1 5-1 7, 19,21, and 22 are pending and have been considered 
bellow. 

Response to Arguments 

2. Applicant's arguments with respect to claims 1-10,12,13,1 5-1 7, 19,21, and 22 
have been considered but are moot in view of the new ground(s) of rejection. 



Claim Rejections - 35 USC §112 

3. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

4. Claims 1, 12, 21 and 22 are rejected under 35 U.S.C. 112, second paragraph, 
as being indefinite for failing to particularly point out and distinctly claim the subject 
matter which applicant regards as the claims recite the limitation of "wherein the 
identification of the encryption type is based at least in part upon a failure of a portion 
of authentication sequence of the available wireless network or exceeding a time 
threshold during the authentication sequence of the available wireless network" It is 
unclear to the examiner how applicant is performed the step of identifying the encryption 
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type. The examiner suggests including a step of providing more details on how the 
identification of the encryption type is determine. Appropriated correction is required. 

Claim Rejections - 35 USC § 101 

5. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

6. Claims 1-10 are drawn to a computer program per se(component), which the 
applicant has defined in the specification (page 4, lines 15-30) to encompass a software 
and a software in execution in execution (computer program). A computer program is 
not a series of steps or acts and this is not a process. A computer program is not a 
physical article or object and as such is not a machine or manufacture. A computer 
program is not a combination of substances and therefore not a compilation of matter. 
Thus, a computer program by itself does not fall within any of the four categories of 
invention. Therefore, Claims 1-10 are not statutory. 

7. Claim 19 is drawn to a data packet. Data packet is an electronic transmission 
signal. The Office considers an electronic signal to be a form of energy. Energy is not 
a series of steps or acts and this is not a process. Energy is not a physical article or 
object and as such is not a machine or manufacture. Energy is not a combination of 
substances and therefore not a compilation of matter. Thus, an electronic transmission 
signal does not fall within any of the four categories of invention. Therefore, Claim 19 is 
not statutory. 
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Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 1-3, 19, 21 and 22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over A wag ah et a I (US 2002/01 76366) in view of He et al (US 
6,088,451). 

Claims 1, 19, 21, and 22. Avvaqari et al discloses a system, a data packet, and 
a computer readable medium for achieving zero-configuration wireless 
computing comprising: 

i. A connection component that can connect a device to a plurality of 
wireless networks (The approach of the present invention performs 
automatic network connectivity with the "appropriate" network based on 
various parameters, as may be set by the user and/or programmatically 
determined by an application) (paragraphs [0010], [0054]; Fig. 6 step 274); 
and 

ii. A detection component that automatically identifies an encryption 
type of an available wireless network (the system operates by periodically 
scanning across all wireless channels to determine currently available 
infrastructure networks) (paragraph [001 1]; Fig. 6 steps 264 and 292), But 
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does not explicitly disclose that wherein identification of the encryption 
type is based at least in part upon a failure of a portion of an 
authentication sequence of the available wireless network or exceeding a 
time threshold during the authentication sequence of the available 
wireless network, However, He et al discloses a security system, data 
packet, and computer readable medium which further discloses wherein 
identification of the encryption type is based at least in part upon a failure 
of a portion of an authentication sequence of the available wireless 
network or exceeding a time threshold during the authentication 
sequence of the available wireless network (column 31, lines 15-38). 
Therefore, it would have been obvious to one having ordinary skill in the 
art at the time the invention was made to identify an encryption type based 
on exceeding a time threshold in Avvaqari et al 's disclosure. One would 
have been motivated to do so in order to automatically providing secure 
access to network elements as taught by He et al (column 1 , lines 5-1 0). 
Claim 2: Avvaqari et al and He et al disclose a system for achieving zero- 
configuration wireless computing as in claim 1 above, and Avvaqari et al further 
discloses that identification of the encryption type of the available wireless 
network by the detection component being based, at least in part, upon receipt of 
an information element from a wireless network beacon (this preferred channel 
selection, in one embodiment, is based on appropriate frequency reuse principles 
and the channels used and received signal strength from beaconing sources) 
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(paragraphs [0011], [0049], [0059]). 

Claim 3. Avvaqari et al and He et al disclose a system for achieving zero- 
configuration wireless computing as in claim 1 above, and Avvaqari et al further 
discloses that the available wireless network comprising at least one of an 
unencrypted network, a Wired Equivalent Privacy (WEP) network requiring a 
WEP key, a Wi-Fi Protected Access (WPA) encrypted network requiring a WPA 
pre-shared key, an 802. ix-enabled network that does not support WPA, an 802. 
ix-enabled network that does support WPA and a wireless provisioning services 
(WPS) support-enabled network (paragraph [0012]). 

10. Claims 4-10, 12, 13, 15-17 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Avvaqari et al (US 2002/0176366) in view of Krantz et al (US 
2004/0111520). 

Claim 4: Avvaqari et al and He et al discloses a system for achieving zero- 
configuration wireless computing as in claim 1 above, while neither of them 
explicitly discloses that the identification the encryption type of the available 
wireless network by the detection component being based, at least in part, upon 
iterative probing of the available network. However, Krantz et a I discloses an 
automatic provisioning system, which further discloses that the that the 
identification by the detection component being based, at least in part, upon 
iterative probing of the available network (Client 205 may detect available 
wireless networks, such as, for example, by receiving IEEE 802.1 1 beacon 
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frames and/or by sending IEEE 802.1 1 probe request frames and receiving IEEE 
802.1 1 probe response frames) (paragraph [0066]). Therefore, it would have 
been obvious to one having ordinary skill in the art at the time the invention was 
made to modify the combined teaching of Avvaqari et a I and He et al such as to 
include a step of probing available network. One would have been motivated to 
do so in order to automatically providing a computer system with appropriate 
information such that the computer system can be provisioned to communicate 
on a network as discussed (paragraph [0002]) by Ktantz et al . 
Claim 5: Avvaqari et al , He et al and Ktantz et a I disclose a system for achieving 
zero-configuration wireless computing as in claim 4 above, and Avvaqari et a I 
further discloses that the detection component attempts to connect to the 
available wireless network as a wireless provisioning services-supporting 
network(the system of the present invention attempts to perform an IEEE 802.1 1 
association with the selected SSID 286) (paragraph [0013]), the detection 
component determining that the available wireless network is a pre-shared key 
network if a failure in an authentication sequence from a wireless network 
beacon is determined (In the event it does not succeed, the system may attempt 
to associate with other detected infrastructure networks)(paragraphs [001 1], 
[0055]). 

Claim 6: Avvaqari et al . He et al and Ktantz et a I disclose a system for achieving 
zero-configuration wireless computing as in claim 5 above, and Avvaqari et a I 
further discloses that the detection component determining that the available 
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network is a Wi-Fi Protected Access network if a failure in a particular piece of 
the authentication sequence that identifies a wireless provisioning services 
supporting network is determined (Fig.3 items 224 and 226). 
Claim 7: Avvaqari et al , He et al and Ktantz et a I disclose a system for achieving 
zero-configuration wireless computing as in claim 6 above, and Ktantz et al 
further discloses that the particular piece of the authentication sequence 
comprising a type, length value sequence (server 215 can send an EAP Type- 
Length-Value ("TLV") objects within PEAP to client 205) (paragraphs [0019], 
[0067], [0079]). Therefore, it would have been obvious to one having ordinary 
skill in the art at the time the invention was made to modify the combined 
teaching of Avvaqari et al and He et al such as to include a type length-value in 
the authentication sequence. One would have been motivated to do so in order 
to automatically providing a computer system with appropriate information such 
that the computer system can be provisioned to communicate on a network as 
discussed (paragraph [0002]) bv Ktantz et al . 

Claim 8: Avvaqari et al . He et al and Ktantz et a I disclose a system for achieving 
zero-configuration wireless computing as in claim 6 above, and Avvaqari et a I 
further discloses that the detection component determining that the available 
network is a wireless provisioning services supporting network if the particular 
piece of authentication sequence identifying the wireless provisioning services 
supporting network is received from the wireless network beacon(this preferred 
channel selection, in one embodiment, is based on appropriate frequency reuse 
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principles and the channels used and received signal strength from beaconing 
sources) (paragraphs [0011], [0049], [0059]). 

Claim 9: Avvaqari et al and He et al disclose a system for achieving zero- 
configuration wireless computing as in claim 1 above, while neither of them 
explicitly discloses that the detection component sends at least one of a connect 
message, an 802. Ix Extensible Authentication Protocol Over LAN (EAPOL) start 
message, an 802. 1x identity message. However, Krantz et a I discloses an 
automatic provisioning system, which further discloses that the detection 
component sends at least one of a connect message, an 802. Ix Extensible 
Authentication Protocol Over LAN (EAPOL) start message, an 802.1 x identity 
message (computer systems can attempt to authenticate with one another 
through the transfer of EAP messages (e.g., start messages, response 
messages, request messages, accept messages, reject messages, etc) 
(paragraphs [0068], [0069], [0071]). Therefore, it would have been obvious to 
one having ordinary skill in the art at the time the invention was made to modify 
the combined teaching of Avvaqari et al and He et al such as to send at least 
one connect message, a start message. One would have been motivated to do 
so in order to automatically providing a computer system with appropriate 
information such that the computer system can be provisioned to communicate 
on a network as discussed (paragraph [0002]) by Ktantz et al . 
Claim 10: Avvaqari et a I and He et al disclose a system for achieving zero- 
configuration wireless computing as in claim 1 above, while neither of them 
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explicitly discloses that the detection component receives at least one of an 
associated message, an 802. 1x identity request message, an authentication 
message and a provisioning message from a wireless network beacon. 
However, Krantz et al discloses an automatic provisioning system, which further 
discloses that the detection component receives at least one of an associated 
message, an 802. 1x identity request message, an authentication message and a 
provisioning message from a wireless network beacon (access point 209 can 
detect that the connection is active and can send an EAP-Request/ldentity 
message to client 205) (paragraph [0073]). Therefore, it would have been 
obvious to one having ordinary skill in the art at the time the invention was made 
to modify the combined teaching of Avvaqari et a I and He et al such as to send 
at least one connect message, a start message. One would have been 
motivated to do so in order to automatically providing a computer system with 
appropriate information such that the computer system can be provisioned to 
communicate on a network as discussed (paragraph [0002]) by Ktantz et al . 
Claim 12: Avvaqari et a I discloses a method for achieving zero-configuration 
wireless computing comprising: 

i. Attempting to connect to a wireless network as a wireless 
provisioning services supporting network The approach of the present 
invention performs automatic network connectivity with the "appropriate" 
network based on various parameters, as may be set by the user and/or 
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programmatically determined by an application) (paragraphs [0010], 
[0054]; Fig. 6 step 274); 

ii. Automatically identifying the encryption type of the wireless network 
(paragraph [001 1]; Fig. 6 steps 264and 292), but does not explicitly 
disclose that wherein identification of the encryption type is based at least 
in part upon a failure of a portion of an authentication sequence of the 
available wireless network or exceeding a time threshold during the 
authentication sequence of the available wireless network, However, He 
et al discloses a method which further discloses wherein identification of 
the encryption type is based at least in part upon a failure of a portion of 
an authentication sequence of the available wireless network or 
exceeding a time threshold during the authentication sequence of the 
available wireless network (column 31, lines 15-38). 
While neither of them explicitly discloses a step of prompting for a wired 
equivalent privacy key, if the attempt was not successful. However, Krantz et al 
discloses an automatic provisioning system, which further discloses a step of 
prompting for a wired equivalent privacy key, when the attempt was not 
successful (Through the use of beacon and probe frames client 205 can also 
detect other configuration settings of an access point, such as, for example 
supported types of encryption (e.g., Wire Equivalent Protection ("WEP") or 
Temporal Key Integrity Protocol ("TKIP"))(paragraph [0066]). Therefore, it would 
have been obvious to one having ordinary skill in the art at the time the invention 
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was made to modify the combined teaching such Ayyagari et a I and He et al as 
to prompt the user for WEP key. One would have been motivated to do so in 
order to automatically providing a computer system with appropriate information 
such that the computer system can be provisioned to communicate on a network 
as discussed (paragraph [0002]) by Ktantz et al . 

Claim 13: Ayyagari et a I , He et al and Ktantz et al disclose a method for 
achieving zero-configuration wireless computing as in claim 12 above, and 
Avvaqari et a I further discloses: 

i. Waiting up to a threshold period of time for a particular piece of 
authentication information that identifies a wireless provisioning services 
supporting network (In the event it does not succeed, the system may 
attempt to associate with other detected infrastructure networks) 
(paragraphs [0011], [0051], [0055]); 

determining whether the particular piece of authentication information has 
been received sequence (In the event it does not succeed, the system 
may attempt to associate with other detected infrastructure networks) 
(paragraphs [0011], [0051], [0055]); 

ii. Identifying the wireless network as a wireless provisioning services 
supporting network, if the particular piece of authentication information has 
been received (If this option is selected, the user thereafter may select the 
authentication method, e.g., EAP-TLS, EAP-MD5, or EAP-MSCHAP (via, 
e.g., a pull-down menu) to be used. When this authentication option 
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setting is set, the STA will preferably use the IEEE 802.1 1 open 

authentication mode) (paragraph [0042]. 
Ktantz et al further discloses a step of identifying the wireless network as a Wi-Fi 
Protected Access (WAP) network, if the particular piece of authentication 
information has not been received (The defined "WPA" element (line 24) can be 
included in a configuration file to indicate that authentication is performed in 
accordance with WiFi Protected Access) (paragraph [0094]). Therefore, it would 
have been obvious to one having ordinary skill in the art at the time the invention 
was made to modify the combined teaching of Avvaqari et al and He et al such 
as to identify the network as a WPA network. One would have been motivated to 
do so in order to automatically providing a computer system with appropriate 
information such that the computer system can be provisioned to communicate 
on a network as discussed (paragraph [0002]) by Ktantz et al . 
Claim 15: Avvaqari et a I discloses a method facilitating wireless network 
detection comprising: 

i. Determining whether a wireless network supports 802. 1x, based at 
least in part upon a failure of a portion of an authentication sequence or 
exceeding a time threshold during the authentication sequence (In the 
event it does not succeed, the system may attempt to associate with other 
detected infrastructure networks) (paragraphs [0011], [0051], [0055]); 

ii. Determining whether the wireless network supports wireless 
provisioning services(ln the event it does not succeed, the system may 
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attempt to associate with other detected infrastructure networks) 
(paragraphs [001 1], [0051], [0055]); But does not explicitly disclose that 
wherein identification of the encryption type is based at least in part upon 
a failure of a portion of an authentication sequence of the available 
wireless network or exceeding a time threshold during the authentication 
sequence of the available wireless network, However, He et al discloses 
a security system, method, data packet, and computer readable medium 
which further discloses wherein identification of the encryption type is 
based at least in part upon a failure of a portion of an authentication 
sequence of the available wireless network or exceeding a time threshold 
during the authentication sequence of the available wireless network 
(column 31, lines 15-38). 
While neither of them explicitly discloses a step of Identifying the wireless 
network as an wired equivalent privacy network requiring a wired equivalent 
privacy key, when the wireless network does not support 802. 1x, or a step of 
identifying the wireless networks as an 802.1 x network, when the wireless 
network does not supporting wireless provisioning services or a step of 
Identifying the wireless network as a wireless provisioning services supporting 
network, if the wireless network supports wireless provisioning services. 
However, Krantz et al discloses an automatic provisioning system, which further 
discloses 
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i. Identifying the wireless network as an wired equivalent privacy 
network requiring a wired equivalent privacy key, when the wireless 
network does not support 802. 1x (the defined "Non802.1XURL" element 
(line 50) can be included in a configuration sub-file to indicate a URL that 
can be accessed for Non-802.1 X authentication) (paragraph [0098]). 

ii. Identifying the wireless network as an 802. 1x network, when the 
wireless network does not supporting wireless provisioning services (the 
defined "Open" element (line 22) can be included in a configuration sub- 
file to indicate open authentication. That is, authentication does not use a 
pre-shared key required to authenticate with an access point) (paragraph 
[0094]); and 

ii. Identifying the wireless network as a wireless provisioning services 
supporting network, when the wireless network supports wireless 
provisioning services The defined "Open" element (line 22) can be 
included in a configuration sub-file to indicate open authentication. That is, 
authentication does not use a pre-shared key required to authenticate with 
an access point) (paragraph [0094]). 
Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to modify the teaching of Avvaqari et al and He 
et al such as to identify the wireless networks type. One would have been 
motivated to do so in order to automatically providing a computer system with 
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appropriate information such that the computer system can be provisioned to 
communicate on a network as discussed (paragraph [0002]) by Ktantz et al . 
Claim 16: A wag ah et a I He et al and Ktantz et a I disclose a method for 
achieving zero-configuration wireless computing as in claim 15 above, and 
Ktantz et al further discloses that the method comprising at least one of the 
following acts: 

i. Determining whether the wireless networks is encryption enabled 
(the defined encryption element (lines 29-39) further defines the types of 
encryption that may be supported by a network) (paragraph [0095]); 

ii. Determining whether the wireless network is a Wi-Fi Protected 
Access (WAP) network (the defined "WPA" element (line 24) can be 
included in a configuration file to indicate that authentication is performed 
in accordance with WiFi Protected Access) (paragraph [0094]); 

and, 

iii. Determining whether the wireless network is a Wi-Fi Protected 
Access (WAP) pre-shared key network (the defined "WPAPSK" element 
(line 25) can be included in a configuration sub-file to indicate that 
authentication is performed in accordance with WiFi Protected Access- 
Pre-Shared Key authentication) (paragraph [0094]); 

Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to modify the teaching of Avvaqari et al and He 
et al such as to identify the wireless networks type. One would have been 
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motivated to do so in order to automatically providing a computer system with 
appropriate information such that the computer system can be provisioned to 
communicate on a network as discussed (paragraph [0002]) by Ktantz et al . 
Claim 17: A wag ah et al , He et al and He et al and Ktantz et al disclose a 
method for achieving zero-configuration wireless computing as in claim 16 
above, and Ktantz et al further discloses that the method further comprising at 
least one of the following acts: 

i. Identifying the wireless network as unencrypted, if the wireless network is not 

encryption enabled (paragraph [0098]); and, 

ii. Identifying the wireless network as a Wi-Fi Protected Access pre- 
shared key network (The defined "WPA" element (line 24) can be included 
in a configuration file to indicate that authentication is performed in 
accordance with WiFi Protected Access) (paragraph [0094]). 
Therefore, it would have been obvious to one having ordinary skill in the art at 
the time the invention was made to modify the teaching of Avvaaari et al and He 
et al such as to identify the wireless networks type. One would have been 
motivated to do so in order to automatically providing a computer system with 
appropriate information such that the computer system can be provisioned to 
communicate on a network as discussed (paragraph [0002]) by Ktantz et al . 
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Conclusion 

1 1 . The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. Chiu Auto-detection of wireless network accessibility US 
2003/0204748. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Fatoumata Traore whose telephone number is (571) 
270-1 685. The examiner can normally be reached Monday through Thursday from 7:00 
a.m. to 4:00 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nassar G. Moazzami, can be reached on (571) 272 4195. The fax phone 
number for Formal or Official faxes to Technology Center 2100 is (571 ) 273-8300. Draft 
or Informal faxes, which will not be entered in the application, may be submitted directly 
to the examiner at (571 ) 270-2685. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the Group Receptionist whose telephone number is 
(571)272-2100. 

FT 

Friday October 26 th , 2007 



/Nasser G Moazzami/ 

Supervisory Patent Examiner, Art Unit 2136 
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